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1. Introduction

The increasing complexity of food systems, ranging from primary production to
supply chain management and consumer behaviour, has generated a demand for advanced
technological solutions. Non-destructive spectral sensors have emerged as powerful tools
for monitoring food quality, safety, and authenticity. These sensors, which include
technologies like Near-Infrared Spectroscopy (NIR), Raman Spectroscopy or
Hyperspectral Imaging, among others, allow for the analysis of food properties without
causing any damage to the product. The integration of these sensors with Decision
Support Systems (DSS) can significantly improve food applications such as quality

control, fraud detection, food authentication, and supply chain management.

Furthermore, the connection of DSS with cloud computing and mobile
applications enables real-time access to analysis results, facilitating decision-making for
producers, suppliers, retailers, and consumers. The performance of these systems depends
heavily on protocols that govern data acquisition, processing, transmission, and storage.
This report outlines the protocols necessary for the performance of DSS based on non-
destructive spectral sensors, their interaction with cloud platforms, and their integration

with mo2

2. Protocols for DSS Based on Non-Destructive Spectral Sensors in Food

Applications

Effective performance of DSS based on spectral sensors requires specific
protocols to ensure smooth data flow from sensors to cloud platforms and mobile devices.
These protocols manage the communication, data processing, and synchronization

required for accurate and timely decision-making.
2.1. Sensor Data Acquisition Protocols

Non-destructive spectral sensors, particularly NIR and hyperspectral imaging
systems, collect high-dimensional data from food samples. To optimize performance,
these sensors typically use protocols that define how data is captured, stored, and
transmitted. NIR spectroscopy relies on specific wavelengths of light to determine the
physic-chemical composition of food products. The Data Acquisition Protocol for NIR

sensors defines the wavelength range, sampling frequency, and data storage format (e.g.,
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txt, .csv, etc.) for sensor scans. Hyperspectral sensors capture a broad spectrum of light

across multiple wavelengths. The Data Acquisition Protocol for hyperspectral sensors

typically follows standards like ENVI or HDFS5 file formats to store high-dimensional

images for analysis.

The calibration of spectral sensors is crucial to ensure accuracy. Protocols for

calibration define the procedures for adjusting the sensor's measurements to reference

standards (e.g., reflectance calibration, dark current adjustments).

2.2. Data Transmission Protocols

After the spectral data is captured, it needs to be transmitted to edge or cloud

computing platforms or mobile devices. To ensure that data flows efficiently and

securely, several communication protocols are employed:

MQTT (Message Queuing Telemetry Transport) is a lightweight protocol ideal
for transmitting small, real-time sensor data over low-bandwidth, high-latency
networks. It is particularly useful for sending continuous or batch spectral data

from food sensors to cloud services for analysis.

HTTP/HTTPS. For transferring larger batches of data, such as processed results
or spectral images, the Hypertext Transfer Protocol (HTTP) or its secure version
(HTTPS) is commonly used. It allows for easy integration with cloud storage

solutions and web-based DSS platforms.

WebSockets allow for real-time, two-way communication between the sensor
system and a server. This is useful when live updates from spectral sensors (e.g.,
real-time quality analysis) are required to be pushed to cloud systems or mobile

applications.

Bluetooth Low Energy (BLE) / Zigbee. For localized, short-range communication
(e.g., between food processing machines and mobile devices), BLE or Zigbee
protocols are used to transmit spectral data. These protocols offer low power

consumption, making them suitable for mobile and IoT devices.

2.3. Data Processing and Analysis Protocols

©SensorFINT CostAction CA19145, 2024. Reproduction is authorised provided the source is acknowledged.



2Sensor
SENSORFINT COST ACTION CA19145 Z FINT

Once the data is transferred to the cloud, it needs to be processed and analyzed.
Several protocols and technologies support the processing of spectral data and the

integration of decision support tools:

e Cloud APIs: Cloud platforms like Amazon Web Services (AWS), Google Cloud
Platform (GCP), and Microsoft Azure provide APIs for storing and processing
spectral data. For example, AWS offers tools like AWS Lambda and AWS IoT
for processing data in the cloud. These APIs are essential to handle large datasets,
run predictive models, and integrate with other food-related applications, such as

food traceability and quality assurance systems.

o Edge Computing: In food applications, edge computing refers to processing data
closer to the source of data generation (e.g., [oT devices, sensors). Edge devices
collect, preprocess, and send relevant data to the cloud for further analysis. This
reduces latency and bandwidth usage. Protocols like CoAP (Constrained

Application Protocol) are used for lightweight data exchange in edge networks.

e Machine Learning and Al Models: Spectral data often requires advanced
processing algorithms, such as machine learning (ML) and deep learning models,
to interpret food integrity parameters. These models are trained on labeled datasets
(e.g., spectra linked with quality attributes like ripeness or fat content). Cloud-
based machine learning platforms like Google Al or Azure ML enable the

deployment of these models for real-time analysis.

e Data Processing Standards: The data generated from spectral sensors, particularly
hyperspectral data, is often multidimensional. Protocols like NetCDF and HDF5
(Hierarchical Data Format) are used for organizing and storing complex datasets.
These formats ensure that spectral data can be efficiently processed and accessed

for analysis.
2.4. Mobile Application Integration Protocols

e Wi-Fi, Bluetooth, and NFC: Mobile applications in food systems leverage
wireless communication protocols like Wi-Fi, Bluetooth, and Near Field
Communication (NFC) for connectivity with local sensors and devices. These
protocols facilitate data exchange between mobile apps and smart kitchen devices

or other IoT devices.
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o Push Notifications: Mobile apps can utilize push notifications to send real-time
updates and alerts to users about important decisions, such as food recalls,

expiration warnings, or recommended dietary adjustments.

e Geolocation and GPS: Geolocation services in mobile apps are crucial for food
supply chain tracking, delivery optimization, and location-based
recommendations for consumers. GPS and mapping APIs (e.g., Google Maps)

enable precise tracking of food delivery and logistics.

o RESTful APIs for Mobile Integration: REST APIs allow mobile applications to
interact with cloud-based DSS. For instance, a mobile app can request the analysis
of spectral data or retrieve quality assurance reports stored on the cloud. This

interaction is typically facilitated by HTTP/HTTPS protocols.

e Data Synchronization Protocols: For offline functionality, mobile apps may need
to store and sync data when internet connectivity is restored. Protocols such as
JSON and XML are used for structuring and syncing data between mobile devices

and the cloud.
3. Performance Metrics for DSS in Food Applications

Several key performance metrics need to be considered to evaluate the
effectiveness and efficiency of DSS based on non-destructive spectral sensors in food

applications:
3.1. Accuracy and Precision

The accuracy and precision of the spectral sensor measurements are critical.
Calibration protocols ensure that sensors are consistently accurate across a range of food
products. The performance of the DSS is also tied to the ability of chemometric models

to make accurate predictions based on spectral data.
3.2. Latency

Low latency is critical, especially when real-time decisions are required (e.g., in
food safety monitoring). The latency in data transmission and processing (from sensor
data acquisition to analysis results) should be minimized. Protocols such as MQTT and

WebSockets ensure timely delivery of data.

3.3. Scalability
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The system must scale to handle large datasets generated by spectral sensors.
Cloud platforms provide scalability by offering elastic compute resources that adjust
based on demand. For example, high-dimensional hyperspectral data requires significant

processing power that cloud services can provide dynamically.
3.4. Data Security

Given the sensitive nature of food quality data, ensuring data security is
paramount. Secure transmission protocols like HTTPS, TLS/SSL encryption, and OAuth
for authentication ensure that data is protected from unauthorized access during transfer

and storage.
3.5. Real-Time Decision Making

Real-time decision-making capabilities depend on the speed at which spectral data
is processed and analyzed. Cloud platforms with powerful GPUs (e.g., AWS EC2
instances) allow for faster analysis of large spectral datasets, enabling the DSS to make

timely recommendations.
4. Challenges and Future Directions
4.1. Data Interoperability

Integrating spectral sensors with cloud platforms and mobile applications requires
seamless interoperability. Standardized data formats (e.g., JSON, CSV) and
communication protocols (e.g., REST APIs, MQTT) are crucial for ensuring smooth

integration across heterogeneous systems.
4.2. Real-Time Processing

Achieving real-time data processing with spectral sensors is challenging due to
the large volume and complexity of the data. Future developments in edge computing,
where initial processing occurs closer to the sensors, could reduce latency and improve

real-time performance.
4.3. Regulatory Compliance

Ensuring compliance with food safety regulations and data privacy laws (e.g.,
GDPR, FDA food safety standards) is a critical consideration for cloud-based DSS. These

systems must adhere to strict standards for data handling, storage, and analysis.
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5. Conclusion

The integration of non-destructive spectral sensors with cloud-based DSS and
mobile applications offers a powerful tool for improving food quality control, safety, and
decision-making. By leveraging advanced communication protocols like MQTT, HTTP,
and REST APIs, and cloud technologies, these systems can deliver real-time insights and
recommendations, optimize food supply chains, and improve consumer outcomes. While
there are challenges related to data interoperability, real-time processing, and regulatory
compliance, advancements in cloud computing, mobile technologies, and sensor

capabilities will continue to drive the success of these systems in food applications.
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